Recap: Principles of Reliable Data Transfer

3 What can happen over unreliable channel?

O Packet error, packet loss

7 What mechanisms for packet error?

O Error detection, feedback, retransmission, sequence#

7 What mechanisms for packet loss?

o Timeout!

7 We built simple reliable data transfer protocol

o Real-world protocol (e.g., TCP) is more complex, but with
same principles!
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Pertormance of rdt3.0

0 rdt3.0 works, but performance stinks
O example: 1 Gbps link, 15 ms e-e prop. delay, 1KB packet:

_ L (packet length in bits) _  8kb/pkt

fransmit ™ R (transmission rate, bps) ~ 10**9 b/sec 8 microsec
O U e utilization — fraction of time sender busy sending
.008
U L/R — 0.00027

sender RTT+L/R - 30.008
O 1KB pkt every 30 msec -> 33kB/sec thruput over 1 Gbps link

O network protocol limits use of physical resources!
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Pipelined protocols

Pipelining: sender allows multiple, “in-flight”, yet-to-be-
acknowledged pkts
O range of sequence numbers must be increased
O buffering at sender and/or receiver

<+— ACK packets

(a) a stop-and-wait protocol in operation (b) a pipelined protocol in operation

3 Two generic forms of pipelined protocols: go-Back-N, selective
repeat
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Pipelining: increased utilization

sender receiver

first packet bit transmitted, t =0 -
last bit transmitted, t=L/R

'y first packet bit arrives
__— last packet bit arrives, send ACK
> last bit of 2" packet arrives, send ACK

RTT

last bit of 3" packet arrives, send ACK

ACK arrives, send nex

packet, t=RTT+L/R | > ~—

o<
S~ Increase utilization
~~ ’ / by a factor of 3!
* .024
U = 3*L/R = = 0.0008

sender RTT+L/R © 30.008
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Go-Back-N

Sender:
T k-bit seq # in pkt header

7 “window” of up to N, consecutive unack’ed pkts allowed

send_base  nhexfsegnum dlready sable. not
J’ Jv ack’'ed yet sent
11 MU= e
t __ window size—%
N

7 ACK(n): ACKs all pkts up to, including seq # n - “cumulative ACK”
O may receive duplicate ACKs (see receiver)
7 timer for each in-flight pkt

7 timeout(n): retransmit pkt n and all higher seq # pkts in window
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GBN: sender extended FSM

.
o,
0
*e,

L)

.
A "
—

base=1
nextsegnum=1

L J
0
*a,

rdt_rcv(rcvpkt)
&& corrupt(rcvpkt

‘e

L)
b

*e

rdt_send(data)

if (nextsegnum < base+N) {

sndpkt[nextsegnum] = make_pkt(nextsegnum,data,chksum)

udt_send(sndpkt[nextsegnum])

if (base == nextsegnum)
start_timer
nextsegnum-++

}

else
refuse_data(data)

-

timeout

o))
“0

rdt_rcev(rcvpkt) &&)
notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1

If (base == nextsegnum)
stop_timer
else
start_timer

start_timer
udt_send(sndpkt[base])
udt_send(sndpkt[base+1])

udt_send(sndpkt[nextseqnum-1]
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GBN 1n

action

sender

send pki0 \

send pktl
¥ send pki?2

send pkt3
(wait)

rcv ACKO
send pkt4

rcv ACKI

send pkts \

— k2 timeout
send pk’r2
send pkt3
send k’r4
send pk’r5

\(QSS)

N

<

receiver

rcv pkio
send ACKO

rev Pkt
send ACKI

rcv pki3, discard
send ACKI

rcv pki4, discard
send ACK]

rcv pkith, discard
seng ACK]

rcv pkt2, deliver

send ACK?
rcv pkt3, deliver

send ACKS3
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Selective Repeat

3 receiver individually acknowledges all correctly received pkts

O buffers pkts, as needed, for eventual in-order delivery to upper layer

3 sender only resends pkts for which ACK not received
O sender timer for each unACKed pkt

3 sender window
O N consecutive seq #’s

O again limits seq #s of sent, unACKed pkts
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Selective repeat: sender, receiver windows

send_base  hexfsegnum dlready Usable. not
L l’ ack’ed yet sent
TR e g
t __ window size —4
N

(a) sender view of sequence numbers

out of order

acceptable
(buffered) but (within window)
already ack’ed

RN Jesese )=

t __ window size—4

1 N

rcv_base

- 4

(b) receiver view of sequence numbers
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Selective repeat in action

pktl =ent

0123456783 ﬂﬁ_hhﬂﬁ__&ﬂ__kﬁﬁ_‘““ﬁ'pktD rovd, delivered, ACKQ =sent

pktl =ent nj1 2 3 4|56 7 89
01234567853 pktl rowd, deliwvered, ACK]l =ent
pkt2 =ent ni1j2 345 7829

— |01 2 3[456 789 WY

(loss)
pkt3 =ent,. window full

01234567853 pkt3 rowd, buffered. ACKD =ent

01(2 3 45|68 789

ACKD rowd, pktd =ent
nj1 2 3 4|56 7 8 9

ACK]l rowd, pkthS =ent

n1[2345]e 789

—— pkt2 TIMEQOUT, pktZ resent

0123 45]6 7839

pktd4 rowd, buffersd, ACK4 =ent
n1/2 3 45/ 7 829

pkts rowd, buffered, ACKS =ent
n1({2 3 4 5|/ 7 8 9

pkt2 rovd, pktZ.pktd.pktd, pkth
delivered, ACKZ ==nt

012345 789]

ACKY rowd, nothing =ent

01[23 45|67 83
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sender window receiver window

Selectlve repeat: (after receipt tho (after receipt)
. ) 012f301 2 ofLz3]o 12
dllemma 012301 oo 0123012
2pkt2 CK1
bizso: ACK20122
Example:
ti t
T seq #g¢:0.1.2.3 retransmit Pkt0, 11
A ) 12301 P —P receive packet

with seq number O

7 window size=3

(@)
3 l‘eceiver SE€CS NOo sender window refceiver window
. . ft ipt (aft ipt)
dlfferepce in two I—Loale; rjcoe'l ) 0 S
scenarios! izl kil cko W =10 4
) 012301 01]230}1 2
| 1ncorrectly passeEs [o12]301 o12[301]2
duplicate data as new o[[T3]o 1

in (a) 0 [F33):
Q: what relationship

between seq # size and
window size is safe?

receive packet
with seq number O

()
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Chapter 3 outline

3 3.1 Transport-layer
SErvices

[ 3.2 Multiplexing and
demultiplexing

3 3.3 Connectionless
transport: UDP

@ 3.4 Principles of reliable
data transfer

3 3.5 Connection-oriented
transport: TCP

O segment structure
O reliable data transfer
O flow control
O connection management
3 3.6 Principles of congestion
control

3 3.7 TCP congestion control
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